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Preface 
So, your company is publicly traded or is planning on going public.  You have 
been told to implement Internal Controls to satisfy the requirements of Sarbanes-
Oxley Section 404.  Many questions may come to mind, such as: 

• How and where do you start?   

• How can you do this as quickly, efficiently, and cost effectively as 
possible?  

• Is it possible to take the easy way out and just purchase a tool to 
monitor data access?  

• How can you ensure that this is done right the first time?   

• How much is enough? 
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This White Paper aims to provide helpful guidance and insight into one 
approach for creating Internal Controls.  It is not all-inclusive, but it will help 
when embarking on this type of effort.  Combined with the referenced sources of 
information it will provide an understanding of what is involved with a project 
of this nature. 

Overview 
By now most people have heard about Sarbanes-Oxley (see 
http://news.findlaw.com/hdocs/docs/gwbush/sarbanesoxley072302.pdf for the 
full text of the Sarbanes-Oxley Act) and the impact that it is having on business.  
The Act was driven by large corporate scandals in the United States (Enron, 
Tyco, Worldcom, and others) around the time of the Internet Boom, circa 2000.  
These events resulted in financial loss for employees and investors of these and 
other companies, mistrust of financial reporting, and general concern regarding 
the overall impact to the stock market and the economy. 

Legislation was created to address these accounting deficiencies and hold key 
employees - specifically the Chief Executive Officer (CEO) and Chief Financial 
Officer (CFO) - criminally and civilly accountable for the financial reports of 
their company.  Controls and Audits are the primary means of implementation of 
the Act. 

Section 404 of the Sarbanes-Oxley Act (commonly referred to as “SOX”) refers 
to the “Management assessment of internal controls.”  This is interpreted by the 
U.S. Securities and Exchange Commission (SEC) to mean “controls that pertain 
to the preparation of financial statements for external purposes that are fairly 
presented in conformity with generally accepted accounting principles as 
addressed by the Codification of Statements on Auditing Standards §319 or any 
superseding definition or other literature that is issued or adopted by the Public 
Company Accounting Oversight Board.” (http://www.sec.gov/rules/final/33-
8238.htm)  But what does this mean from a practical perspective? 
 
In practice it will be dependent on the External Auditor (CPA firm contracted by 
a company) to define what aspects of the overall operations that they feel are 
material, and then to what degree.  This will be based on multiple criteria, 
including their own control objectives.  Some identified systems will be deemed 
critical while others may be deemed supporting.  In general the External Auditor 
can provide guidelines as to their control objectives, but since they are not 
allowed to audit their own work they will probably not provide much more than 
that.  Your Internal Auditor (employee within your company) must therefore 
determine the scope of the effort for your particular company.  This is really a 
business perspective of what is important, how important, and what level of risk 
is acceptable. 

Goals of the Act relative to Information Technology 
If SOX concerns financial reforms, then what does that have to do with 
Information Technology (IT)?  The obvious answer is that Accounting Systems 
would be considered “material.”  That is, a system or process that has real 
consequences or is of great importance to financial reporting.  Even within those 
systems there can be varying levels of importance based on their overall impact. 
 

http://news.findlaw.com/hdocs/docs/gwbush/sarbanesoxley072302.pdf
http://www.sec.gov/rules/final/33-8238.htm
http://www.sec.gov/rules/final/33-8238.htm
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But it extends far beyond that in ways that are not always obvious.  For example, 
what about controls over who has access to production data?  And how about 
change control processes for systems and data?  Many things previously done 
informally may now need to follow a defined process.  And the basics, such as 
segregation of duties, are now more important than ever. 
 
What about Business Continuity Planning (BCP) / Disaster Recovery Planning 
(DRP) – sometimes placed under the umbrella of Business Continuity 
Management (BCM).  While BCM is not specifically mentioned in SOX, 
Section 406(c)(2) requires “full, fair, accurate, timely [emphasis added], and 
understandable disclosure in the periodic reports to be filed by the issuer.”  So 
while this may only be a supporting objective, it is almost implied as a 
requirement. 

 
As you can see there are some 
aspects of IT that might not appear 
relevant at first glance but may 
indeed be required in order to attest 
to having adequate controls.  The 
prospect of implementing adequate 
internal controls in order to comply 
with SOX 404 can be daunting, but 
when done properly will provide 
the appropriate level of control and 
documentation in a way that is 
flexible, extensible, and easy to 
maintain. 
 
Here is a big clue as to what is 

required for SOX 404 compliance.  The U.S. Securities and Exchange 
Commission has published a Final Rule on Internal Controls 
(http://www.sec.gov/rules/final/33-8238.htm).  Among other things it 
specifically identified The COSO (The Committee of Sponsoring Organizations 
of the Treadway Commission) Internal Control – Integrated Framework. Among 
other things it provides criteria that a company can use to assess their internal 
controls. 

“Although the words ‘disaster 
recovery’ or ‘BCP’ are not found 
specifically in SOA legislation 
[SOX], the astute board audit 
committee or chief financial officer 
(CFO) should realize that an 
organization must have an effective 
BCP in place and working in order 
to attest that internal controls are 
effective as required by Section 404 
of SOA [SOX].” (Robert R. Moeller, 
Sarbanes-Oxley and the New 
Internal Auditing Rules, Wiley, 
2004) 

 
It is also important to understand that Internal Controls are an ongoing process - 
the means to an end and not the end itself at some point in time. Internal 
Controls provide reasonable assurance and not absolute assurance. Internal 
Controls are enacted by people, and are not merely policy manuals and forms. 
(http://www.coso.org/key.htm)  These key concepts are helpful guides for this 
process. 
 
The COBIT Framework (Control Objectives for Information Technology) from 
the Information Systems Audit and Control Association (http://www.isaca.org/) 
is presented from an IT perspective (as opposed to a financial perspective). This 
framework defines Control Objectives well, breaking them down in a logical, 
systematic progression.  This is the format I personally use when creating 
internal controls procedures and documentation. 

http://www.sec.gov/rules/final/33-8238.htm
http://www.coso.org/key.htm
http://www.isaca.org/
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Best Practices – Pieces of the Puzzle 
The beauty of this entire effort is that nothing is really new.  It is a matter of 
identifying the key pieces of the puzzle and assembling them in a way that 
creates the picture of control that auditors are looking for.  Does this mean that 
you only need to create the illusion of control?  Absolutely not!  Rather, it 
means that instead of ‘reinventing the wheel’ it is possible to start with an 
understanding of what the auditors will focus on and then work on providing 
deliverables that meet those expectations.  The use of best practices in these key 
areas will not only help an organization complete this effort efficiently, but will 
hopefully satisfy the external auditors as well.  Always remember that this works 
best when “driven” by the business, and not by IT. 
 
So, what are the pieces? 

 
Operational & Infrastructure “Systems” Documentation 
It is important to understand what “systems” are in use, where they are, and 
what their purpose is.  This includes packaged and customized software, as well 
as hardware such as the platforms that support the business software, the 
network, and may include infrastructure information required for business 
continuity.  
 
When looking at the systems it is important to have answers to the following 
types of questions: 
 

• What are the dependencies on the various components?   
• Who uses them, when, and why?  Does this system in any way impact 

financial reporting?  If yes, to what extent?   
• Where does the equipment physically reside and who has physical 

access to these systems?   
• Who is responsible for each component of each system?  
• Are the environment conditions adequate for the system?   
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As you can see, this type of documentation provides you with what can be 
thought of as a manifest of hardware and software systems in your environment.  
This list will also help facilitate the necessary testing of internal controls 
whenever there are upgrades or new systems (again, hardware and/or software) 
are implemented. 
 

Application System & Interface Documentation 
This step uses as its driver the “systems manifest” that was produced in the 
previous step. In this step you are determining “what” happens with the data in 
each system. The following types of questions need to be answered: 
 

• What type of data is stored, processed, or otherwise manipulated by the 
system in question? 

• What are the relationships (if any) between this system and the other 
systems that have been identified? 

• What is the impact of a problem or failure with this system, including 
possible impact to other systems? 

• Is there informal or Ad Hoc access to this system?  For example, 
JDBC/ODBC access from third party tools such as Microsoft Access. 

 
The documentation from this step and from the previous is key to this effort.  It 
will help determine your exposure to risk for the various systems.  This 
information will be used in conjunction with the information from the following 
steps in order to provide focus to your efforts.   
 
As you are beginning to see, this approach is really a series of interwoven 
processes – all best practices.  

 
Functional Requirements of Key / Material Systems 
What are these systems really supposed to do?  Do they meet their objectives?  
Are they doing more than that?  Are you able to map a process group like “Sales 
Systems” to the various components?  Is this a clean mapping or is there 
ambiguity and/or overlap?  Ambiguity can indicate the need for further analysis 
and validation, while overlap can indicate areas of unnecessary risk.  This step 
provides the top-down view of your systems. 
 
While not part of a SOX effort [see comment on next page], this is a good point 
to look at Service Level Agreements (SLAs): 
 

• Do you have formally defined SLAs? 
• What do they address?  Availability and average response time are two 

common key metrics. 
• Are the SLAs reasonable? 
• Are they achievable given the current environment?   
• Have the SLAs historically been met?  If not, why? 

 
Unplanned service outages or poor system response time can lead to the 
circumvention of standard, approved processes and procedures.  Therefore these 
conditions create conditions for violation of internal controls, which is just 
another reason why it is important to have an understanding of these types of 
metrics and agreements. 
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SLA Comment: For SOX purposes, the assumption is that generic application 
performance, or controls as implemented, does not create control deficiencies. 
I’ve personally heard performance and turn-around time used as excuses for 
avoiding specific controls.  By defining SLAs required from a business 
perspective and comparing those with actual performance (and ideally gathering 
metrics for analysis of trends) – tasks that are easier accomplished when 
conducting detailed analysis, it is possible to avoid those arguments in the 
future.  And as the paper points out, this can identify problems that can lead to 
people circumventing controls in order to “get the work done.” 
 
Regarding the IT Governance Institute’s  “IT Controls Objectives for Sarbanes-
Oxley, 2nd Edition”  
(http://www.isaca.org/Template.cfm?Section=Home&Template=/ContentManag
ement/ContentDisplay.cfm&ContentFileID=1238), as several readers have done, 
the service levels that they mention (Figure 20 on page 68, and Figure 21 on 
page 69) and allude to what I mention above.  But, when you look at their Risk 
Assessment Grid (page 101) you will see this area is listed as discretionary, but 
not absolutely recommended.  My interpretation of this is that it is a 
recommended best practice (which I fully agree with), but not an absolute 
necessity.  Either way, it is not absolutely required from a pure SOX perspective 
– unless your External Auditor decides otherwise. 
 
 
Business Impact Analysis (BIA) 
At this point you will have an understanding of your environment that is 
supported by documentation.  Now you need to tie all of the information 
together and determine the impact of each component relative to specific 
functional requirements, business goals, and internal controls. 
 

• What is the impact of each system?  For example, if the Sales system is 
unavailable what happens when a customer calls to place an order? 

• What are the dependencies among the various systems?  When data is 
exchanged between systems, what is done to prevent the loss of 
accuracy, precision, and integrity of that data? 

• Do these systems have a direct or indirect relationship to financial 
reporting?   

• Could any remote system or interface potentially provide update access 
to another system or its data? 

• Who uses these systems?   
• What level of access is required?   
• What level of transactional auditing is available?   
• Are there manual processes or procedures that could be potentially 

detrimental? 
This purpose of this step is to provide a further understanding of the 
environment, including the relationship to financial system data and the 
importance of the system itself.  At this point you may find systems or processes 
that have a potential negative business impact, or where the impact is uncertain.  
These are areas that almost always deserve further analysis. 
 

http://www.isaca.org/Template.cfm?Section=Home&Template=/ContentManagement/ContentDisplay.cfm&ContentFileID=1238
http://www.isaca.org/Template.cfm?Section=Home&Template=/ContentManagement/ContentDisplay.cfm&ContentFileID=1238
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Access Control & Security Plan 
Everyone cannot have access to everything – that is a given.  To put controls in 
place it is important to understand and document how and why access is granted. 
This can be done in a number of different ways. For example, access can be 
restricted by individual users, groups or classes of users, specific applications 
and many other ways.  There could be a mix of control in any environment, 
especially one that is distributed or decentralized. 
 
Another question is to ask is:  What level of granularity is access to data 
restricted?  Can restrictions be applied to specific rows?  Certain columns of 
specific rows?  Only at the granularity of an entire table?  Worse yet, for an 
entire database or instance?  Controls can only be properly applied when they 
are designed with the traits and limitations of the systems being used in mind. 
 
Often access will be controlled from many levels.  The database schema may 
allow access to an entire table and the applications provide a further level of 
granularity, restricting access based on a validated profile.  Having this type of 
documentation is very important, and is a best practice.  It can be used with 
other information, such as the Application & Interface Documentation, to 
determine areas of weakness and vulnerability.  That information is useful in 
determining if the implementation of the security plan meets the needs of the 
Internal Controls. 
 
What procedures are in place for adding new employees?  What access do they 
require?  Who authorizes this?  Do certain types of access require secondary 
authorization or validation?  What training do they need before they physically 
access production systems?  What procedures are in place for revoking access 
after an employee terminates employment or goes on an extended vacation?  
What notification is required?  Is it complete?  Is it timely?  How are all of these 
events documented? 
 
Then there is physical security.  Where are the computer systems located?  Are 
they secure?  Are they safe from environmental hazards such as water and 
smoke?  Are there safeguards for known risks – such as bolting down equipment 
in areas prone to earthquakes? 

 
Exception Processing Procedures 
Usually the workflow continues without issue, but occasionally there are going 
to be problems that require some type of manual intervention.  In nearly all 
systems there is a process for addressing this type of issue, although it may not 
be documented.  It is important that events and actions like these are 
documented (a best practice), and if deemed material to financial reporting then 
will need to have a control associated with them – even if that control is 
exception handling.  In cases like this, automated controls can be very helpful. 
 
Where this becomes a more significant and serious issue is when exceptions are 
managed “after the fact”, or outside the scope of the standard applications and 
processes.  For example, is there someone in your organization who routinely 
“fixes” data?  What type of change control process do they use?  Who authorizes 
these changes?  Where is the audit trail for this event, including data on the 
specific changes, maintained?  In cases like this there is clearly a need to fix the 
root cause of the problem and then implement controls for future changes. 
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Having a rigid, standardized process is a helpful control.  It should provide the 
necessary audit trail (such as the data before and after the change) evidence as 
well as documentation of the reason / need for the request and the appropriate 
review and approval.  All of this information / documentation should then be 
stored in a persistent repository. 
 
In one environment our group acted as the control.  End users requested specific 
data changes or fixes.  A helpdesk ticket was generated for this request.  A 
programmer was assigned to develop queries in a representative test 
environment to satisfy the request.  They would update the helpdesk ticket, 
attaching the queries and the test results.  A business analysis would review the 
test output to validate that the work performed met the requirements of the 
original request, and that there were not new problems generated by this change.  
They would update the ticket and once it was ready it would be sent to a 
business manager for approval.  Once it was approved we had authorization to 
proceed.  We would review the queries and then run them in production.  The 
queries had the before and after-image of the data being manipulated.  The 
complete logs were attached to the helpdesk ticket, the requesting user was 
notified of completion of the task, and the ticket was closed. 
 
Single Points of Failure (SPOF) Analysis 
This type of analysis is used to help identify risk and quantify the impact of any 
possible risk event.  It is a best practice from a general business perspective 
(what are the weakest links in the chain?), but relative to Internal Controls it can 
help point out deficiencies relative to specific controls.  This should look at 
systems, processes, and even specific people.  What are the risks for each 
specific environment?  What is the impact of a risk event?  Should the risk be 
transferred, mitigated, eliminated, or ignored?  This type of analysis will help 
make that determination.  When viewed in the context of the other 
documentation that has been generated so far it will provide direction and 
justification for what needs to be done. 
 

Business Continuity Management 
Disaster Recovery Planning (DRP) is the planning, preparation, and procedures 
necessary for the restoration of systems, infrastructure, and data.  This is 
traditionally what companies did to protect one of their most important assets – 
data.  But, that failed to completely address ongoing business operations.  
Business Continuity Planning (BCP) took Disaster Recovery a step further to 
allow the business to continue key operations after a disaster.  Therefore, a BCP 
is dependent on a DRP.  Now this often falls under the umbrella term “Business 
Continuity Management” (BCM), more accurately reflecting the ongoing 
process nature of this work. 
 
Many people will state, “SOX doesn’t care whether or not a business concern is 
able to continue as long as it reports that fact correctly.”  While there is no pure 
requirement for any type of disaster recovery or business continuity planning, it 
is indeed implied.  As mentioned earlier, SOX Section 406(c)(2) requires “full, 
fair, accurate, timely, and understandable disclosure in the periodic reports 
required to be filed by the issuer.”  So, how do you insure the completeness and 
timeliness of this reporting?  Business Continuity Planning is an important part 
of the answer. 
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Project & Risk Management 
The practice of professional project management can really help drive the SOX 
404 effort.  Someone with experience and proven expertise (such as a PMI 
certified Project Management Professional, or PMP) who understands how to 
decompose a complex process into manageable components and coordinate 
activity is invaluable.  Has all work been accounted for?  Are the right people 
working on the right pieces at the right time?  Are there dependencies between 
tasks?  Is Risk being managed?  Is there effective communication and 
documentation?  Again, this is a best practice for any large effort, especially one 
as visible as SOX. 
 
This also creates an opportunity for Independent Validation & Verification, a 
process that utilizes outside expertise to validate that the planning and efforts are 
complete and will deliver the desired results.  Expertise from various areas is 
usually leveraged to not only look at what is being done, but also how it is being 
done.  This can save time and money if problems are identified early, and will 
provide an additional level of comfort for Management. 
 
A good Project Manager will also document important events, such as detailed 
meeting minutes that include information about issues, positions and opinions, 
decisions made, etc.  This information could prove invaluable when working 
with Auditors, especially since an External Auditor can rely on the work of 
others.  Justification about the scope and the level of specific controls can be 
provided using this historical information. 
 
As an aside, the question may arise whether a Project Manager is truly 
responsible for SOX on a day-to-day basis.  It is my opinion that they are.  In 
addition to SOX being a part of the requirements for a project, every Project 
Manager should understand that their projects could impact financial reporting 
in both direct and indirect ways.  Therefore, it is incumbent upon them to 
perform their due diligence regarding SOX and to plan for SOX resources and 
reviews within the scope of their project. 

Do all companies require the same level of detail? 
No.  The U.S. Securities and Exchange Commission issued a statement 
(http://www.sec.gov/info/accountants/stafficreporting.htm) that included the 
following directives: 
 

• The purpose of internal control over financial reporting 
• Reasonable assurance, risk-based approach, and scope of testing and 

assessment 
• An overarching principle of this guidance is the responsibility of 

management to determine the form and level of controls appropriate for 
each organization and to scope their assessment and testing accordingly. 
One size does not fit all and control effectiveness is affected by many 
factors. 

 
The Internal Auditor for your organization should seek advice from the External 
Auditor regarding the appropriate level of detail for a typical organization of this 
size, and then present recommendations to Management for final approval.  
When done properly this should not violate the SECs auditor independence 
requirements.  Keep in mind that the External Auditor will let you know what 
types of questions or activities are “out of bounds.” 

http://www.pmi.org/prod/groups/public/documents/info/pdc_pmp.asp
http://www.comp-soln.com/ivv.html
http://www.sec.gov/info/accountants/stafficreporting.htm
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Is there a recommended approach? 
The SEC has provided recommendations based on their experience to date.  
They suggest a top-down (process, not system) and risk-based approach to 
implementing internal controls.  The tools and best practices described in this 
white paper will help you accomplish this.   
 
The real trick is finding the right balance.  Working closely with your Internal 
Auditor at an early stage will help to define the scope of your efforts.  Some 
systems can be easily be deemed out of scope for the SOX 404 effort.  For 
example, a website residing on an isolated server that does not provide any type 
of transactional feeds or access to production systems.  The reason for this 
decision should be documented for future reference.   
 
Once you’ve determined what is clearly out of scope then start looking at what 
remains.  The pieces of the puzzle described in this document will help 
determine what is material versus what is supporting, and will help identify risks 
to those systems.  From there you can work with the Internal Auditor and 
Management to define the level of controls that are necessary for your specific 
organization.  Each piece of the puzzle builds upon the previous piece, and 
before long you have a complete picture of what you need to accomplish.  This 
avoids wasted time and effort and positions your project for success. 
 
Next you need to look at the types of controls.  Keep in mind that everything 
within the scope of these systems needs to follow a control process – but the 
level of control will vary based on several factors (e.g., size of the company, 
impact to financial reporting, etc.)  Some controls will be preventive while 
others will be detective.  Controls should also provide a mix of compliance 
testing with substantive testing (analytical procedures).  Automated controls are 
always preferable to manual controls since they are easier to validate.   
 
Regardless of the type of control you will be required to periodically test the 
control and maintain evidence of the tests.  Often the sample size will require 
that you produce evidence of testing over multiple periods so it is important to 
safeguard those results as you would safeguard any other asset in your 
organization.  Create a test plan that includes repository management of test 
results! 
 
Is there anything else?  A change management system is truly essential to all 
aspects of internal controls.  Configuration changes, hardware and software 
upgrades, data changes, network changes, etc. all need to be tracked.  The 
“system” (could be manual, not necessarily an expensive automated system) 
needs to be able to track various types of events at different levels of granularity.  
Data for a network configuration change will differ from data for a “production 
data fix.”  Even programming changes and the associated binary / executable file 
implemented in production should be tracked.  It is also possible to use this 
change management system to manage your testing evidence.  It doesn’t have to 
be fancy but does need to be consistent, complete, and secure. 
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Are you ever really done? 
Unfortunately, no.  This is a process and must be thought of that way.  There 
will be an ongoing need to update and validate the process and supporting 
documentation.  Proving that the controls are complete and sufficient is a part of 
this comprehensive process.  And as good as things are today there are bound to 
be changes tomorrow. Periodic review of the controls, execution of pre-
approved tests to validate that the controls are effective, and documentation of 
these efforts are an ongoing task. 
 
Because of this it is important to develop a system of tracking the controls and 
their tests.  It should be capable of: 
 

• Storing several generations of the controls and their test output 
• Easily enhancing the control 
• Using integrated change control mechanisms for the review, validation, 

and approval of all changes 
• Reporting on changes 

 
 

It’s a matter of perspective… 
This is a classic case of “is the glass half-empty or half-full?”  Many companies 
will view Sarbanes-Oxley as a bane for their business.   But it really is an 
opportunity, resulting in many positive benefits. 
 

• Standardization and simplification of computing environments 
• Automation of manual processes 
• Removal of unnecessary risk items 
• Improved efficiencies of systems leading to improved performance and 

reduced operating costs 
• Documentation that is comprehensive and useful, removing the “urban 

legend” dimension of some environments 
 
It provides the opportunity to improve the understanding of your environment, 
leading to better support and fewer problems.  These factors directly relate to the 
total cost of ownership of a system.  There is clearly value to doing this right. 

Summary 
If you’ve looked at the various references cited within this white paper you will 
understand that this can be a challenging task at best.  Understanding what is 
required, having a solid plan of action, and then leveraging skilled resources will 
help to achieve the ultimate goal of implementation of the necessary internal 
controls for your business.  The focus is on doing what is necessary and doing it 
right. 
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Lighthouse – Helping to Navigate the Fog of 
Compliance™ 

Just as a lighthouse provides guidance for Mariners, our Lighthouse™ Service 
will provide the guidance that your organization needs to effectively and 
efficiently navigate the waters of compliance.  We cut through the fog of 
complex frameworks and help you navigate to your desired destination. 
 
It can be complicated knowing exactly what is required, and to what level of 
detail.  One size does not fit all, and a software product will be unlikely to 
provide the level of internal controls that auditors want to see.   
 
What is the answer? Expertise of Business, Management, and Technology.  A 
defined process to guide the effort that utilizes proprietary software tools to 
facilitate and expedite the effort.  This combination approach provides the level 
of results that your organization requires, saving time and money by avoiding 
unnecessary work.  Effort is focused where it is needed. 
 
Please contact us to see how we can help your organization navigate the fog of 
compliance. 
 
 

About the Author        
Chip Nickolett, MBA, PMP is the President of Comprehensive Solutions.  The 
pieces of the puzzle listed in this white paper are all areas that he and his team 
have focused on for years.  Chip helped implement SOX internal controls for a 
legacy ERP system at a large global company using this approach.  For more 
information please see http://www.Comp-Soln.com/chipn.html. 
 

Let Us Help You Succeed! 
Call today to discuss ways that Comprehensive Solutions can help your 
organization save money and achieve better results with your IT projects.   We 
provide the confidence that you want and deliver the results that you need. 
 
 
View our “SOX Internal Controls” Brochure

View our “Project Management” Brochure

 
Back to White Papers 
Back to Services
 
Comprehensive Solutions 
4040 N. Calhoun Road 
Suite 105 
Brookfield, WI  53005 
U.S.A. 
 
Phone:  (262) 544-9954 
Fax:      (262) 544-1236 

http://www.comp-soln.com/contact/index.html
http://www.Comp-Soln.com/chipn.html
http://www.comp-soln.com/SOX_brochure.pdf
http://www.comp-soln.com/PM_brochure.pdf
http://www.comp-soln.com/whitepapers/
http://www.comp-soln.com/services/


A Forced Implementation of Best Practices 

 
Copyright © 2005-2008 Comprehensive Consulting Solutions, Inc. 
All Rights Reserved 
 
No part of this document may be copied without the express written permission 
of Comprehensive Consulting Solutions, Inc., 4040 N. Calhoun Rd., Suite 105, 
Brookfield, WI 53005. 
 
 This document is provided for informational purposes only, and the information 
herein is subject to change without notice.  Please report any errors herein to 
Comprehensive Consulting Solutions.  Comprehensive Consulting Solutions, 
Inc. does not provide any warranties covering and specifically disclaims any 
liability in connection with this document. 
 
All product names referenced herein are trademarks of their respective 
companies.  Use of these names should not be regarded as affecting the validity 
of any trademark or service mark. 
 


	Section 404 of Sarbanes-Oxley is effectively the Forced Implementation of Best Practices.
	Contents
	Preface
	Overview
	Goals of the Act relative to Information Technology
	 Best Practices – Pieces of the Puzzle
	Operational & Infrastructure “Systems” Documentation
	Application System & Interface Documentation
	Functional Requirements of Key / Material Systems
	Business Impact Analysis (BIA)
	 Access Control & Security Plan
	 Exception Processing Procedures
	Single Points of Failure (SPOF) Analysis
	Business Continuity Management
	Project & Risk Management


	Do all companies require the same level of detail?
	Is there a recommended approach?
	 Are you ever really done?
	It’s a matter of perspective…
	Summary




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [1200 1200]
  /PageSize [612.000 792.000]
>> setpagedevice


